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ABSTRACT 1 INTRODUCTION

Virtual humans demonstrate the ability to act as non-judgmental
conversational partners, eliciting greater self-disclosure. However,
it is unclear what virtual human and conversational characteris-
tics are important when self-disclosing. To address this gap, we
conducted a set of qualitative, semi-structured interviews (n = 17)
among computer science students to investigate participant mental
models of willingness to disclose to virtual humans and characteris-
tics of virtual humans that affect their self-disclosure. Our findings
indicate that participants’ mental models of virtual humans are
largely inconsistent with current literature. This inconsistency ap-
pears to eliciting hesitancy and discomfort with virtual humans.
Furthermore, trust and listening were identified as two primary
characteristics of a virtual human interaction that are valuable to-
wards willingness to disclose. Additionally, these characteristics
were also valued in different ways for virtual humans in comparison
to real humans. From the interviews, we identify and provide guide-
lines of designing virtual human interactions and conversations to
elicit greater willingness to disclose.
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+ Human-centered computing — HCI theory, concepts and mod-
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Self-disclosure is the sharing of any information about oneself to
another person [9]. Self-disclosure is beneficial in numerous settings
such as healthcare, therapy, well-being, or even with friends and
family. However, eliciting self-disclosure can be challenging due to
factors such as fear of self-disclosure [11] and the desire to maintain
a good impression [30]. To support self-disclosure, previous work
has utilized virtual humans to serve as the partner in a conversation,
rather than a real human. Virtual humans are computer-generated
characters that attempt to act, look, and talk like real humans [12].
Interacting with virtual humans has lead to greater self-disclosure
and willingness to self-disclose [10, 18].

While self-disclosure and willingness to disclose has been shown
to increase with virtual humans, it is unclear what attributes are
valuable to increase people’s willingness to self-disclose. Some
attributes that have been investigated to impact one’s willingness
to self-disclose to virtual humans include listening [13], humor [15],
empathy [26], and mimicry [26]. These attributes are often based
on previous psychology literature in self-disclosure. By utilizing
these attributes, we make the assumption that one’s willingness to
disclose is affected in the same way for conversations with virtual
humans as it is with real humans. In reality, one’s willingness to
disclose may change due to factors that are only present with virtual
humans. Thus, we conducted semi-structured interviews among
computer science students to determine relevant attributes that
impact their willingness to disclose to a virtual human. To ensure
that participants had the same frame of reference for self-disclosure,
we only discussed self-disclosure in the context of situations that
are beneficial to the participant, such as in health and well-being.
In conducting our interviews, we aim to answer the following RQs:

e RQ1. What is the current mental model of virtual humans
and perceptions of their usage for self-disclosure?

e RQ2. What are the attributes that impact one’s willingness
to disclose to virtual humans?

e RQ3. What are current barriers of self-disclosure to virtual
humans?

Our work contributes to the field of intelligent virtual agents by
uncovering current mental models of virtual humans and what at-
tributes are valuable to increase self-disclosure among computer sci-
ence students. We propose guidelines to address current participant-
identified barriers to utilize virtual humans for self-disclosure and
improve willingness to disclose to virtual humans.
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Through our interview process, we found that current mental
models of virtual humans are largely inconsistent with actual virtual
human capabilities (e.g., virtual humans were simplified to personal
voice assistants). This lack of understanding contributes to poten-
tial hesitancy in interacting with virtual humans. Furthermore, of
attributes that impact willingness to disclose, participants largely
agreed that trust and listening were the attributes that needed to
be present to encourage their willingness to disclose to a virtual
human. Interestingly, trust and listening were discussed differently
when a virtual human was the conversational partner as opposed to
areal human. Whereas with a human trust meant confidentiality, re-
latable experience and expertise, and honesty, with a virtual human,
trust more closely aligned with data security, accurate information
and expertise of the organization, and naturalness.

2 RELATED WORKS

As our goal is to leverage one’s willingness to disclose to promote
healthy behavior, willingness to disclose, in our context, only refers
to situations in which one’s willingness to disclose is ultimately
beneficial to them. Thus, willingness to disclose in beneficial sce-
narios may include interactions with one’s doctor about their own
health or conversations with a friend regarding personal matters
to receive comfort and advice. While willingness to disclose can
increase with virtual humans [18], conversations with virtual char-
acters or other entities often differ in nature from conversations
with humans [7]. We discuss willingness to disclose in the context
of humans and virtual humans in the following section.

2.1 Willingness to Disclose to Humans

The willingness to disclose to humans in dyadic (two-person) con-
versations can be positively impacted by either member in the dyad.
The amount of disclosure is described as a product of both the
people within a conversation and the interaction between them [2].
For instance, when both doctor and patient felt greater perceptions
of rapport, greater disclosure of the patient was produced [14]. Rap-
port can be increased by both members of the dyad through verbal
and non-verbal cues. This is evidenced by Miller et al. [23] who
found that greater disclosure can occur when a low discloser is
paired with a partner who is a high discloser, as more attentive lis-
teners can draw out further responses from the responder. In terms
of non-verbal cues, mirrored posture, body orientation, and directed
gaze from one member of a dyadic conversation can elicit greater
disclosure from the other member and aid in rapport building [23].
As aresult, in dyadic conversations, a persons’ willingness to dis-
close can be impacted by the characteristics of the other member
in the dyad. Besides rapport and verbal and non-verbal cues, Pope
& Siegman [27] note that the outward personality of a member of
the dyad can elicit greater disclosure. In their study, the overall
“warmth” of the interviewer (e.g., smiling, nodding, and speech), al-
lowed for participants to disclose more information in comparison
to a “cold” interviewer. Other aspects exuded by a member of a dyad
such as trust [36], a sense of humor [17], and familiarity [20] have
also demonstrated the ability to increase a member’s willingness
to disclose. Additionally, anonymity and a judgment-free space can
positively impact one’s willingness to disclose [25] [31]. Thus, one’s
willingness to disclose is often impacted by numerous factors.
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2.2 Willingness to Disclose to Virtual Humans

Conversations with a virtual human can elicit greater self-disclosure
than conversations with humans [18]. It was observed that when
participants believed they were interacting with a human, par-
ticipants reported higher fear of self-disclosure, more impression
management, and were also observed to disclose more by a third-
party observer. Despite the fact that one may feel anonymous when
interacting with a computer [35], computers (and in particular, vir-
tual humans) are often treated as humans still. The Computers Are
Social Actors paradigm demonstrated that social responses typical
for human conversation is commonplace and easily instigated when
conversing with a computer [24]. As a result, virtual humans can
elicit social responses appropriate for human conversation, even
if they lack photo-realism or extremely high fidelity. A virtual hu-
man achieves “the best of both worlds” according to Lucas et al.
[18], as virtual humans can be perceived as having characteristics
that improve willingness to disclose human-human conversation
(e.g., personality, verbal and non-verbal cues, humor, etc.) while
achieving a natural sense of anonymity and non-judgment.

The desired dimensions of conversation in a human-virtual hu-
man conversation are not necessarily the same as in a human-
human conversation. While it is true that computers can be per-
ceived as human in conversation, other work has found that there
are discrepancies. For instance, Clark et al. investigated attributes
of conversation with humans and found that traits such as trust-
worthiness and a sense of humor were valuable [7]. However, when
conversing with a chatbot, participants’ perceptions of these traits
were changed; instead, chatbots needed to provide functional trust-
worthiness (privacy), and a sense of humor was seen as a novelty
feature rather than a necessary feature. This was largely due to the
fact that conversations with chatbots (and computers as a whole)
are seen as transactional — not conversational [8][28]. Thus, it is
important to frame the conversation with a virtual human. In our
work, we aim to discover what attributes in conversation with peo-
ple allow them to feel more willing to disclose in contexts that are
beneficial to them (e.g., healthcare). We also aim to discover how
these attributes are perceived in the contexts of virtual humans and
the nature of virtual human conversations overall.

3 METHOD

3.1 Participants

We recruited 17 participants (M = 8; F = 9) who were students
at the University of Florida. Recruited participants were compen-
sated with credit in one of their courses within the University of
Florida. Following qualitative interviewing procedures, participants
were recruited until saturation had occurred. Participants had a
mean age of 24.3 years (SD = 5.06) and self-described as follows:
52.9% Asian, 23.5% Black or African, 11.8% White or Caucasian, and
11.8% Hispanic, Latino, or Latina. All participants spoke English
fluently. Additionally, all participants were students recruited from
a computer science class within the computer science department
at the University of Florida (by major): 58.8% Computer Science,
29.4% Human-Centered Computing, 6.88% Data Science, and 6.88%
Curriculum and Instruction (in Education). 41.2% of participants
were undergraduate, and 58.8% were graduate students. Thus, all
participants were students in computer science or related fields.
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All participants had experience with automated voice interfaces,
with a large majority 58.8% (10/17) using them daily or several times
a week. The (41.2%) remainder of the population used automated
voice interfaces several times a month or year. However, 41.2%
participants stated they never interact with a virtual human, and
only 17.6% stated interaction with a virtual human several times
a month. No one stated that they had interactions with a virtual
human more than several times a month. Of those who had inter-
acted with a virtual human, the interaction was usually due to a
former research study the participant had taken a part in or as a
web assistant. Only 17.6% participants stated the usage of a virtual
human for conversation or self-disclosure.

3.2 Procedure and Data Analysis

Interviews were conducted in order to understand the attributes
of conversations and people that impact one’s willingness to dis-
close. Furthermore, interviews gauged participants’ mental models
of a virtual human and attributes that may impact their willing-
ness to disclose in virtual human contexts. Each interview lasted
approximately 40 minutes, with a maximum of 50 minutes per
interview. Interviews were semi-structured in order to allow for
follow-up and adjustment of questions based on participant re-
sponses. Each interview covered a total of five topics: (1) Mental
models of self-disclosure, (2) Valued attributes that impact partici-
pants’ willingness to disclose to other people, (3) Mental models
of virtual humans, (4) Valued attributes that impact participants’
willingness to disclose to virtual humans, and (5) Barriers to self-
disclosure to virtual humans. Following a similar approach to [7],
attributes described in (2) were written down by the interviewer
and re-discussed during topic (4). Immediately after (3), partici-
pants were given a standardized definition of a virtual human to
ensure all participants had the same frame of reference for a vir-
tual human. For our contexts, a virtual human was defined as a
“computer-generated virtual character that looks and behaves like
a human, capable of robust conversation through semi-scripted
conversations.” Additionally, they were shown an example of what
a virtual human and interaction may look like. Participants were
thoroughly informed that this definition was just one example of
a virtual human for our purposes, and ultimately they can vary
in appearance, conversational nature, and purpose. Additionally,
participants were then all given the same context for self-disclosing
to a virtual human: the self-disclosure to a virtual human was con-
ducted such that a trained professional (e.g., doctor) could later
review their responses and best serve their underlying needs.
Audio from each interview was recorded and transcribed to be
analyzed through the Inductive Thematic Analysis [5]. Notes dur-
ing the interview were also recorded for analysis. Thematic analysis
was performed by a total of three researchers (Anon). While each
of the three researchers had a background in HCI and qualitative
data analysis, an initial set of data was used to train researchers.
Afterward, the remaining thematic coding was performed indepen-
dently by two (Anon) of the three researchers. Researchers began
by listening to the audio recordings and reading the transcriptions.
The process was robust, generating as many codes as possible, as
described by Braun et al. [5]. The interview guide and questions
helped shape the initial themes discovered from the codes. Using
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virtual sticky notes, an initial theme map was generated and piled
with the codes. Themes were reviewed and refined appropriately by
relating themes to one another and drawing relationships when pos-
sible (Anon). Additionally, quotes that best represented the themes
being drawn were extracted and saved for later analysis, following
a process like that of Clark et al. [7] and Cowan et al. [8].

4 RESULTS
4.1 Mental Models of Self-Disclosure

We gauged participants’ mental models on willingness to disclose,
as well as to whom and when they value disclosure. There were
two main purposes for self-disclosure: transactional and social.
This is similar to work in [6, 7]. Transactional purposes for self-
disclosure include situations where the conversational partner is
there to assist, such as with a doctor or therapist. Social purposes
for self-disclosure include situations where the participant wanted
to disclose with no real objective, such as when ranting or venting.
However, regardless of the purpose, the level of self-disclosure in a
conversation was primarily based on three factors: (1) context, (2)
relationship, and (3) urgency.

Context. Through the interviews, it became apparent that the
topic of conversation and why that topic was being discussed were
important for greater willingness to disclose. In social conversations,
participants stated that it may not be necessary to disclose large
amounts of personal information, but when discussing pertinent
health-related topics, participants indicated that they generally
would have little issue giving as much information as needed.

"If I'm talking to a therapist, I'm going to be 100 percent honest
because I know the therapist is very professional, so I will always tell
other details and the truth to a therapist in order to get as much as
help from the therapist." [P007]

Relationship. As our scenarios for disclosure were primarily dyadic
conversations, participants described that the relationship between
them and the other member of the dyad influenced their level of
disclosure. Participants agreed that when the other member of the
dyad was well-trusted and familiar, their willingness to self-disclose
increased, echoing previous work such as with Wheeless et al. [36].

"Years of knowing these people of being with these people through the

good parts and the bad parts of the certain moments of life tell me

enough so that I know that anything else I could tell them or I could

need to disclose to get some opinion or feedback from there wouldn’t
make an issue for me." [P008]

While participants stated that disclosure to a trusted person
was beneficial to their willingness to disclose, some participants
also stated that disclosure to less familiar people was not out of
the question. Ultimately though, participants described that the
disclosure increases the stronger the relationship.

"If the friend is very close to you, then both of you have formed a
sense of trust between the two of you. Then you’re obviously willing
to share a lot more than you would be willing to share with an
acquaintance.” [P001]

Urgency. The urgency of the topic discussed was described as
important for the quantity of disclosure. Particularly when disclos-
ing to someone who can assist in the participants’ situation, the
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urgency of the situation takes precedence over the discomfort that
comes from self-disclosure.

"It depends on like if, the urgency of the situation... If it’s like a
matter of life and death or something I really need help with, the
urgency, then I would say probably that [would make me more
willing to disclose]." [P016]

4.2 Mental Models of Virtual Humans

To our knowledge, there is little work determining current percep-
tions of a virtual human and reactions towards conversations with
a virtual human. Thus, prior to defining what a virtual human was,
participants were asked what they perceived virtual humans to be,
how virtual humans could be used, and what their reactions toward
disclosing to a virtual human for their own benefit were.

The most prevalent mental model of a virtual human was sim-
ply an FAQ chatbot or intelligent personal assistant (e.g., Alexa,
Siri), often without mention of any sort of graphical representation
nor intelligent conversation. Virtual humans were perceived to be
equipped primarily for simple tasks such as FAQ, phone services,
automated messages, or scheduling appointments. Virtual humans
were viewed as personal assistants that could replace humans in
low-risk, non-complex scenarios. Virtual humans were sometimes
described as artificial intelligence, but the dialogue capabilities were
perceived as generally unintelligent, as participants still expected
simple, purely pre-generated answers like with an FAQ chatbot.

“A virtual human might be used as a digital assistant ..., where you
want to maybe imitate human behavior but you can’t get actual
humans” [P004]

These mental models of a virtual human capture some correct el-
ements but are generally not aligned with the current ideas and
purposes of virtual humans as seen in literature. In literature, vir-
tual humans have demonstrated usage for structured conversations
such as with self-disclosure [18], but they have also been utilized
for complex dialogue such as social conversations [37], therapy
[29], and health conversations [10]. Virtual humans were not pic-
tured as capable of sensitive or intelligent conversation for self-
disclosure. The vast majority of participants described discomfort
in self-disclosing to a virtual human, and participants almost al-
ways preferred a human conversational partner. Some of these
discomforts stemmed from unfamiliarity. However, participants
described that a larger discomfort stemmed from the belief that
virtual humans were simply incapable of supporting self-disclosure.
Thus, the discovered mental models of virtual humans appear to
be inconsistent with currently known virtual human capabilities,
leading to greater reluctance.

[The virtual human] cannot convince me it has the advanced
technology... when we reuse [these] systems, they’re really bad. It
cannot even compare [to a real therapist]. It cannot give you useful
advice. [P007]

After determining initial sentiments in self-disclosing to virtual
humans, the remainder of the interview was framed around con-
versation with a virtual human as a way to elicit self-disclosure
from the participant such that a trusted professional could later
review the information to better support the participant. When
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participants were given this context, nearly all described greater
willingness to disclose and far less discomfort in self-disclosing.

I would not really be mindful about ... other issues if that specific
virtual human was hosted by an institution I trust. [I would be]
completely willing [to disclose] once I have trust in the context. [P008]

4.3 Self-Disclosure Attributes for Humans and
Virtual Humans

We gauged participants on their willingness to self-disclose to hu-
mans and virtual humans. This section describes how the mental
models of conversation and valued attributes overlap and differ
when self-disclosing to a virtual human as opposed to a human.

4.3.1 Conversation Nature.

Human-Human Conversations. Self-disclosure was seen as a
dialogue between the two members in a dyadic conversation. While
participants were open to disclosing to those close to them or
trusted authoritative figures (e.g., doctor), the willingness to dis-
close was described to increase when participants felt that the other
person in the conversation was either also disclosing or assisting.

"I guess the number one thing would be that the other person is also
sharing some information, be it like personal or relevant to the topic."
[P004]

Self-disclosure conversations with real people were seen to be or-
ganic and natural, with each member contributing, being able to
elaborate and infer, and providing personal anecdotes or advice.

"You feel more comfortable when you’re around people you can relate
to. It just kind of [feels] natural." [P007]

"If you’re talking with a doctor, he can not only pick up on things
that you're saying, but ... while [you] didn’t say it, it looks like
[you’re] experiencing XYZ." [P009]
Human-Virtual Human Conversations. Participants described
that the self-disclosure to a virtual human as opposed to a human
varied in conversation type. For instance, the purpose of disclosure
to a virtual human was described as largely transactional, as seen
in similar literature [6, 7]. Furthermore, even though the conversa-
tions with a virtual human are dyadic, participants described that
the conversation to a virtual human felt more similar to a mono-
logue rather than a dialogue as there was a lack of mixed initiative.
Participants perceived talking to virtual humans as either primar-
ily virtual human-lead (e.g., a digital educator that shares large
amounts of information) or primarily human-lead (e.g., to rant or

vent) but rarely an equally-lead conversation.

“As for me personally, maybe to vent, like I wouldn’t wanna drag my
friends over and have them deal with all my problems. So having a
virtual human that’s a little isolated, separated from the whole
situation for me to just y’know vent or rant about something and
they would be able to respond to that. It would be nice.” [P015]

Conversations, where one needed to self-disclose to a virtual human,
were seen to be inorganic and structured, with a lack of room
for open interpretation. Self-disclosure to a virtual human was
perceived to be appropriate when the task was straightforward
(e.g., in lieu of a form or FAQ).

Virtual humans make lots of sense ... getting information for specific,
very structured circumstances or situations. If it was a health
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incidence for instance, like the first ... interview you get from a
[nurse] before you meet the doctor ... that first draft of questions ...
your family heath situation, or how are you feeling right now, what
hurts, when did it [start], why — those kinds of things ..." [P008]

Ultimately, the risk involved with a conversation would elevate
the need to speak with a real person. For human conversations,
participants were focused on urgency rather than convenience. If a
situation demanded immediate disclosure (e.g., in life-threatening
situations), participants reasonably did not feel willing to disclose
to a virtual human, especially if a human conversational partner
were available. Instead, with virtual humans, participants were
more focused on convenience rather than urgency. If the situation
allowed for convenient disclosure to a virtual human, participants
were more willing to disclose.

I would prefer to talk to the virtual human especially on like a
day-to-day thing ... where you can’t always [get] access to a
therapist. In emergency situations ... I would bypass a virtual human
and probably demand to speak to a human life. [P016]

4.3.2 Attributes.

Trust and listening were identified as the primary valued attributes
that would improve people’s willingness to disclose when convers-
ing with a human or a virtual human. However, trust and listening
were discussed differently for virtual humans than with humans.
Additionally, trust was described in three different ways by partici-
pants: (1) trust in terms of security, (2) trust in terms of credibility,
and (3) trust in terms of sincerity. We discuss the attributes of trust
and listening and their differences in the context of virtual humans
in the following section.

Trust in terms of Security

Human-Human Self-Disclosure. Participants felt that it was
valuable to have a conversational partner who could provide secu-
rity with the disclosed information. When there was knowledge
that the information would be kept confidential between the par-
ticipant and their conversational partner, participants described
they would feel more willing to disclose. This echoes findings from
previous literature such as Anestis et al. [3], who found that that
confidentiality increased self-disclosure from military personnel.

"With medical professionals ... I can have trust upon them ... So
[they] will not share my experience with others. It’ll just be the
one-to-one talk ... But with friends, it can be a thing they could share
my experience, pass on the things with my name attached, maybe
some of the things I don’t even wanna share." [P003]

Human-Virtual Human Self-Disclosure. When the same idea
of security was posed for virtual humans, participants described
that security with a virtual human was valuable in the form of data
security, rather than confidentiality. Some participants noted that
confidentiality did not make much sense in the context of virtual
humans as it was simply expected.

"Like [the virtual human] can’t go talk to anybody — it doesn’t have
friends to tell like, oh my gosh let me tell you what this [person]
talked about in therapy today!" [P017]

Data security was a more reasonable conceptualization of confiden-
tiality. Knowledge that one’s information would be stored securely
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and kept from non-authorized figures was identified as a key at-
tribute towards improving willingness to disclose to virtual humans.
Furthermore, participants wanted transparency on data storage.

"I think as long as like, the developers are transparent with how or
where my data is stored, or if it is even stored ... As long as they’re
like, transparent about what’s done with the data I think I'd be fine."
[P002]

Trust in terms of Credibility

Human-Human Conversations. Trust was also described in the
context of credibility. As participants described that self-disclosure
was often for transactional purposes, they expressed the need for
advice or aid based on the disclosed information. Because of this,
credibility of the conversational partner was identified as a valu-
able attribute to improve the willingness to disclose. Participants
described when their conversational partner was credible, it was
easier to trust and therefore self-disclose. Credibility was identi-
fied into two components by participants: relatability and expertise.
First, a conversational partner was deemed as credible by partici-
pants when the the conversational partner could provide relatable
or personal advice through similar experiences or learning.

"If I tell [a doctor] something’s wrong, I know I'm not going to just
get an answer I could’ve got off Web MD or something ... He gives me
the impression that he’s going through his user experience and
through ... his knowledge base and seeing what matches what I'm
talking about." [P016]

Second, credibility was dependent on the expertise of the conver-
sational partner. For instance, when speaking with a doctor, many
participants felt that their willingness to disclose would be greater
as they have the assurance that they’re speaking to a certified
professional.

"Obviously, if it’s ... someone I feel isn’t really qualified to diagnose
my issues, then I might be less likely to disclose every bit of
information. But if 'm maybe with maybe like a doctor or the nurse
or the PA — people of much higher, I guess, expertise — then I'm
definitely more open to telling them every little thing." [P013]

Human-Virtual Human Conversations. When disclosing to
virtual humans, credibility was discussed under the context of ac-
curacy and the quality of the organization behind the virtual human.
First, rather than being able to give relatable advice, it was more
important to be accurate with the information that it provided.

"It should have the ability that we can trust upon that virtual person;
we could have faith that it would give us a thing which is fruitful to
us; it would help us." [P003]

The second aspect of credibility described focused on the quality of
the organization rather than the virtual human itself. Participants
felt that virtual humans did not necessarily have a reputation that
could be assessed like that of a real human. Participants described
the need to know who was behind the virtual human and what they
would do with the information, tying back to data security concerns.
Ultimately, participants felt that the virtual human needed to be
situated within a reputable organization to achieve credibility.

"I would disclose with a virtual human [from a doctor’s office] just
because like I know where it’s going ... I know it would help me, so I'd



IVA °22, September 6-9, 2022, Faro, Portugal

be willing to because I know at the end of the day, it’s like going to a
doctor and they’re going to look over it." [P011]

Trust in terms of Sincerity

Human-Human Conversations. Besides security and credibility,
trust was also described in terms of sincerity or honesty. Partici-
pants described that self-disclosure to a honest conversational part-
ner was valuable, especially when that partner could give advice or
share experiences. Sincerity was also described as valuable when a
conversational partner was non-judgmental, being receptive to the
participant’s self-disclosure and vulnerability.

"I like knowing that people aren’t as judgemental. I have a group of
friends that are like, way less judgemental than another group of my
friends. So they know more about me than the other group does, only

because I feel more comfortable talking to them about those kind of

things." [P010]

Other factors were encompassed within sincerity such as being
able to provide a safe space, being friendly, and being amicable.

"It’s a feeling of this is a safe space and you can say the things you
need to say. And if there’s not enough trust than you just say less."
[P016]

Human-Virtual Human Conversations. When self-disclosing
to a virtual human, participants described that an honest and a
non-judging virtual human were also valuable to their willingness
to disclose. However, participants also felt that those characteris-
tics were naturally present. This was echoed by some participants
saying one would need to go out of their way to design a virtual
human that was judgmental and insincere.

"I think you’d have to purposefully make the virtual human judging
in order for it to be judging; I think the default would be not judging,
because they’re not going to react negatively to anything your
saying." [P005]

Participants described that sincerity in a virtual human was not
demonstrated purely through its words like with humans but through
its ability to demonstrate naturalness and genuine expression. Com-
fort in a virtual human conversation was described to be partially
dependent on the naturalness of the virtual human’s behaviors
such as animations, facial expressions, responses, and appearance.
These behaviors were considered sincere in that they were realistic
behaviors that one would expect in human-human conversations.

I would say, genuine facial expressions and sincerity like that [are
important], because if that virtual human is not sharing those facial
expressions, like the sensitive type of movement in eyebrows or
whatever, ... it’s like I'm talking to a robot. [P012]

Listening

Human-Human Conversations. As self-disclosure can be chal-
lenging for some participants, active listening was highlighted as a
valuable attribute towards increasing their willingness to disclose,
echoing work seen in. [7, 23, 34]. Listening was framed as valuable
towards willingness to disclose because it demonstrated engagement.
Participants described that being engaged meant that each member
was deeply involved in the conversation.

"I would say the most important is the fact that they seem like they
are actively listening ... Like I'll say something, and they’ll disregard
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Self-Disclosure Comparison
Humans Virtual Humans
Dialogue Monologue
Urgency over Convenience | Convenience over Urgency
Confidentiality Data Security
Quality of Information Accuracy of Information
Expertise of Human Quality of Organization
Honest and Non-Judgmental Natural and Genuine
Demonstrate Engagement Demonstrate Plausibility

Attribute for Self-Disclosure

Conversation Nature

Trust - Security

Trust - Credibility

Trust - Sincerity
Listening

Table 1: A brief summary of each attribute of self-disclosure
from Section 4.3 when conversing with a human as opposed
to a virtual human. This figure illustrates the difference in
discussion of each attribute for humans and virtual humans.

it, that’s one of my biggest pet peeves ... as long as you’re actively
paying attention and ... building on top of the conversation ..." [P015]

Human-Virtual Human Conversations. For virtual humans, par-
ticipants felt that listening to demonstrate engagement was valuable
as well. This overlapped with their ideas of sincerity, saying that a
virtual human should be genuine and expressive to demonstrate
listening. However, listening in terms of a virtual human went a
step deeper as there was a layer of technology that interfered with
the plausibility of the interaction. For instance, participants felt
that if a conversation felt scripted, it seemed as if the virtual human
wasn’t listening. Therefore, the virtual human needed to demon-
strate plausibility. If the virtual human did not acknowledge the
direct thoughts shared by the participant, it felt as if the system
was not truly listening but instead replying with pre-generated
responses, generating a lack of plausibility. In turn, the resulting
willingness to disclose would be negatively impacted.

"T would say active listening and actually getting feedback from them
while I talk ... I think I would be able to like, disclose more ... So
they’re repeating what I said back to me and making sure I said that,
like nodding their head, body language ... a head nod, just to make
sure they understand what I'm saying." [P011]

4.4 Barriers

We identified barriers that participants felt existed that prevented
or reduced their willingness to disclose to virtual humans. The
primary factors described by participants included security barriers
and technology barriers.

For security barriers, the primary concerns were who would see
the data, how it would be used, and how it would be securely stored.
Some participants felt that mitigating such security barriers would
be impossible for themselves as there was such a large distrust for
technology as is. However, other participants stated that aspects
of both the virtual human and the platform that the virtual human
was hosted on could mitigate the security barriers.

For technology barriers, participants described discomfort with
current virtual human technologies due to the lack of realism and
uncanny valley effects, causing a resulting disbelief that the virtual
human is helpful in the first place. A large majority of the popula-
tion either described the uncanny valley effect or literally stated
the term "uncanny valley" as a major barrier for them from using
virtual humans in self-disclosure conversations. Related to that was
realism, both in terms of graphical appearance and conversational
technology (e.g., NLP, NLU). These technology barriers lead to bro-
ken plausibility. Participants felt that the virtual human was fake,
not intelligent, and could not understand them nor help, similar to
sentiments shared in Section 4.2.
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5 DISCUSSION

Based on the results, our interviews and resulting thematic analysis
addressed our research questions.

o RQ1. What is the current mental model of virtual humans and
perceptions of their usage for self-disclosure? We uncovered
that people’s current mental models of virtual humans are
inconsistent with current literature, potentially impacting
their willingness to self-disclose to virtual humans.

o RQ2. What are the attributes that impact one’s willingness to
disclose to virtual humans? Trust in terms of security (data
security), credibility (accuracy and organizational credibil-
ity), and sincerity (genuineness and expressiveness) as well
as listening (demonstrating plausibility) were identified as
valued attributes self-disclosure to virtual humans.

o RQ3. What are current barriers of self-disclosure to virtual
humans? Current barriers to self-disclosure with virtual hu-
mans were described as security-based (data security) and
technology-based (quality of virtual human interactions).

We identify additional guidelines based on these findings for de-
signing virtual humans to increase users’ willingness to disclose.
Establish the Virtual Human with a Reputable Organization.
Establishing the virtual human with a reputable organization can
improve user’s willingness to disclose as it can improve trust. Trust
in terms of credibility and security were two attributes that par-
ticipants felt would improve their willingness to disclose. Zalake
et al. suggested virtual human can improve in credibility through
association with reputable brands (e.g., healthcare organizations)
[38]. Trust-building principles are also suggested for this guideline
[19]. This association can be drawn through the virtual human or
even the platform that the virtual human is hosted on, as partici-
pants described that peripheral aspects (e.g., site professionalism)
can play a role in their willingness to even use the system.

Be (Honestly) Transparent About Privacy and Data Usage.
Without upfront knowledge that participants’ data was secure, par-
ticipants described that they would be less willing to disclose to a
virtual human. Participants nearly all noted that data security was
an integral aspect of their willingness to disclose to technology,
echoing similar findings [1, 22]. While it may be helpful to have the
virtual human state its intentions with the participants’ data, partic-
ipants also preferred to see cues for security in modern technology
such as explicit and succinct terms and conditions and transparency
on who would see the stored data. On top of that, common visual
cues in UX were described by participants to help participants feel
secure about their data. This included visual aids such as digital
locks, opt-in options, and visually aesthetic websites or applications
that are hosting the virtual human. Ultimately, security was noted
to be not guaranteed, but these guidelines gave participants some
assurance that security was attempting to be maintained.

Make Virtual Humans Responsive to the Individual. To in-
crease willingness to disclose, virtual humans need to be able to
respond directly to the information provided by a user when possi-
ble. Participants described a need to have conversations that are
not just scripted or generic but rather specific to the user in robust
ways. The value in robust conversational systems has been demon-
strated in assisting in mental health scenarios [10] and building
rapport [13]. Additionally, the virtual human should be responsive
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in its listening by being expressive in its responses. The reactions
in terms of movements, animations, and facial expressions should
be genuine and strive to be true to a real conversation [15, 16].
Bridge the Mental Model Gap. Researchers should aim to bridge
the gap in mental model between the average user’s understanding
and the current understanding of a virtual human and its capa-
bilities. Currently, virtual humans are largely perceived as inca-
pable of meaningful and intelligent self-disclosure conversation —
even amongst a population familiar with Al and voice assistants.
However, developments in virtual humans [10, 29, 37] have demon-
strated that virtual humans are capable of aiding in self-disclosure.
Similar to Clark et al. [7], then, a collective goal should be to re-
frame the concept of a virtual human to help relieve discomforts
and disbeliefs in virtual human capabilities. Participants described
that many of their discomforts may be simply relieved over time as
virtual human technologies become more advanced and familiar.
The technology acceptance model best supports this as it describes
that technologies will be adopted based on perceived usefulness
and perceived ease-of-use (amongst other external factors) [21]. As
virtual humans continue to grow in capability, the capabilities of
virtual humans should be reframed for users for greater acceptance.

When considering the findings of the work, it is important to
consider the theoretical nature of the interviewing process. From a
surface level, findings based on controlled observations and think-
aloud tasks during an experiment have shown to differ from find-
ings procured via interview (e.g., in terms of quantity of discov-
ery [4] or correlation between interviews and observations [33]).
Self-described behavior from interviews can also differ from a par-
ticipants’ actual behavior in practice. Clark et al. point this out as
well by describing that participant views may be affected by a lack
of familiarity with conversational agents or may differ if interac-
tion with a conversational agent was presented to participants [7].
However, incorporating participant-derived guidelines has shown
to be beneficial even with a theoretical nature. Zalake et al. utilized
a series of focus groups to identify design characteristics for virtual
human health interventions [38]. These characteristics, when ap-
plied, positively influenced participants’ intent to engage with and
relieve discomforts with the virtual human. Vilaro et al. performed
a similar interviewing procedure and determined that interviewed
characteristics can be utilized to tailor virtual humans to enhance
engagement [32]. Thus, while the results from interviews to de-
termine attributes for self-disclosure may differ in practice, it still
stands that there is benefit in utilizing participant-lead feedback to
foster virtual human engagement.

6 CONCLUSION

Eliciting self-disclosure from people proves to be a continuing chal-
lenge. With virtual humans, we can potentially increase willingness
to disclose. Thus, we aimed to determine what attributes are valu-
able for self-disclosure to virtual humans. Our work determined
that trust and listening are valuable attributes for a virtual human
to portray; however, the way in which trust and listening are por-
trayed differ for a virtual human than with a human. Additionally,
our findings show that the perceptions of virtual humans are largely
limited to personal assistants. These limited mental models of vir-
tual humans can be harmful to interactions as participants perceive
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the virtual human to be incapable of supporting their needs, hurting
plausibility and acceptance. As our population was composed of
students in computer science, one limitation is that their percep-
tions on self-disclosure and virtual humans may be inconsistent
with a more general population (e.g., concerns with NLP and NLU).
This would also explain some of the keen interest in popular topics
in Al such as "uncanny valley" and data security. Furthermore, our
population was quite familiar with automated voice interfaces and
assistants, but had little experience with virtual humans themselves.
Because of this, some participants’ answers were theoretical in na-
ture rather than grounded in previous virtual human experience,
as discussed above. While their concerns and thoughts with virtual
humans may have been biased by other personal assistant technolo-
gies (e.g., Alexa, Siri), attributes were only identified after a more
pertinent mental model of a virtual human was established.

The purpose of this study was to determine the perceptions of at-
tributes and mental models from a typical tech-familiar user. Future
work should aim to work with other populations and determine
any differences in valued attributes and mental models. Further-
more, the identified attributes should be evaluated in follow-up
work to determine the real effect that they have when present in a
self-disclosure intervention with a virtual human.
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